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ITonoxenme
0 CTPYKTYPHOM noapaziesieHHHH MyHHUHNATBHOTO G101keTHOro 06meo6pa3oBaTe IbHOro
yupexaenusn «Yepemmanckas ocHoBHag pfieo6pazosaTe/TbHAs K012 HMEHH
HN.H.Hacpi0y1anHa» AnacToBCKOro MYHHIATIAABHOr0 paiiona Pecmy6.iukn Tarapceran,
obecneynBalomemM nncpopmnuylo Ge3zonacHoerh

1. O6uHe moJ

1.1. HacToslee nonoxXeHHe ONpeenseT Leiu, 35% GyHKUMH CTPYKTypHOro mnogpasaeneHus OY
obecneuuBatoiero MHHopMaLMOHHYO 6e3onacHocTE@¥-(ranee -Iloapasnenenue).

1.2. Tlonpasnenenue B CBOel JeATeNbHOCTH. pykoBoacTByeTes Koncturyumeit Poccuiickoi
Qenepauu. QenepaJbHbBIMH  KOHCTHTYLIMOHHEIMHM “3aKOHaMH, (eIepanpHbBIMH 3aKOHAMH, aKTaMH
Ilpesunenrta Poccuiickodi @enepauuu u IlpaButensersa: Poccuiickoit ®enepaliiu, MeXIyHapOIHBIMH
noropopamu Poccuiickoif @enepallid, HOPMaTHBHEIMM. IIPABOBEIMH M aKTaMH (elepanbHEIX OpraHos
MCTIOJTHUTEIBHOM BJIACTH. YNOJIHOMOYEHHHIX B obnacri-obecriedeHHs MHQOpPMallHOHHOH ©e30macHOCTH,
JIPYTMMH HOPMAaTHBHBIMH IPaBOBBIMH JOKyMCHTami:.B cepe obecmedeHHs HHPOPMAIMOHHOM
He3onacHocTH, yKazaHHMAMH pykoBoacTBa OV, HACTOAIIMM IIOJO0XKEHHEM M. MHEIMH JIOKAJbHBIMH aKTaMH
oVv.

1.3. TlonpasneneHue mnomuvHsercs coTpyaHuKy OV, oTBercTBeHHOMY 3a oOecrneueHHe
uHpopManMoHHOH 6e3omacHocTH B OV,

1.4. Konrpous 3a aesrensHocThio [loapasnenenus ocymecTsiseT pykoBoaurens OY.

2. OEJIA I1 3ATAYHA ,IlESITEJII:HOCTI/I MNOAPA3AEJEHHUSA

2.1. IestensHocts [logpazneneHus HanpasieHa: '

Ha uckiiroyeHHe WK CYIeCTBeHHOE CHHXXEHUE HETATHBHEIX MOCIEICTBHH (yinepba) B
otHomenun OV BcleAcTBME — HapylueHHs — (QYHKUHOHHpPOBaHMA  MH(OPMALIMOHHBIX  CHCTEM,
MH(OPMALIMOHHO-TEIEKOMMYHHKALIMOHHBIX CeTe H aBTOMATH3MPOBaHHEIX CHCTEM YMNpAaBleHHs (nanee -
CHCTEMBI M CETH) B pe3yJIbTaTe pealn3aliii yrpo3 6e30macHOCTH HHGOPMAlIWH;

Ha obecneyenne koHpUIEHIMATEHOCTH HHQOPMALIHH, AOCTYN K KOTOPOH OrpaHUYCH B
COOTBETCTBMH ¢ 3aKOHOHaTeNLCTBOM Poccuiickoii @enepanuu;

Ha noeeimenue sampuienHoctd OV or | BogMoxHoro HaHeceHHs OV marepuanshoro,
perNyTaLMOHHOIO MM  HHOro ymepba MOCPEACTBOM — CIYYaHHOr0  HIH  MPEIHAMEPEHHOrO
HECAHKLMOHMPOBAHHOIO BMEILATENLCTBA B Mpouece (pyHKIHOHHPOBaHMS cucreM W ceted OV wiau
HECaHKLIMOHHPOBAHHOTO JOCTYNa K LUPKYJIUpYIOleH B HUX HHOOPMALMHU K €€ HECAHKUMOHHMPOBAHHOIO
HCNOTb30BaHU;

Ha ofecrnieueHue HaIexHOCTH ¥ 3P PEKTUBHOCTH (PyHKUHOHUPOBaHHUs M 0€30MacHOCTH
CHCTEM M ceTei, MPOU3BOICTBEHHBIX MPOLECCOB U HH(OPMALIHOHHO-TEXHONOMHUYECKOH HH(PACTPYKTYpbl
oy,

Ha ofecneuenue BoinosHeHHs TpeGoBaHWi Mo HWHPOPMALHOHHOH 6€30MacHOCTH NpH CO3NAHHH H
bYHKLMOHHPOBAHMH CHCTEM M ceTell M HH(DOPMALIMOHHO-TEIEKOMMY HHKALMOHHO#M HHdpacTpykTypEl OVY.




2.2. OcHoBHBIMU 3a1auamu JesTenbHocTH [lonpasnenenns aBisroTes:

— IlmanupoBanue, opraHM3anus W KOOpAMHALUS paboT mo obecneueHUI0 WHGOPMAIMOHHON
0€30I1aCHOCTH U KOHTPOJIb 32 ee cocTosiHueM B OY;

— BeoisiBnenue yrpos 0Oe3zonmacHocTM MHQOpMalMM W YA3BUMOCTEH CHCTEM M CeTeld,
IPOTrpaMMHOr0 00ecrieueH s U IPOrpaMMHO-alapaTHbIX CPEACTB;

— IlpenoTrBpamienue yreuku MHGOpMAIMM [0 TEXHUYECKMM KaHajlaM, HECAaHKLIMOHUPOBAHHOIO
JO0CTyna K HeH, CHelMajJbHbIX BO3AECUCTBUM Ha MH(poOpManMio (HOCUTEIM HH(POpMAlMK) B LENIAX ee
NOOBIBaHUS, YHUUYTOKCHHUS, HCKKEHHS U OJIOKMPOBAHUS IOCTYIIA K HEH;

— Ilognepxanue cTaOUIBHOM JESATEIBHOCTH BEJAOMCTBA M IPOM3BOJACTBEHHBIX IPOIECCOB
BEJIOMCTBA B CIIy4ae MPOBEACHUSA KOMIIBIOTEPHBIX aTaK;

— BsaumopeiictBue ¢ HauMoHaJIbHBIM KOOPAMHALMOHHBIM IIEHTPOM II0 KOMIIBIOTEPHBIM
VHIUCHTAM;

— OoOecnieueHne HOPMATHUBHO-IIPABOBOTO OOECIICUCHUSI HCIIOJIB30BAaHUSA HMH(POPMAITMOHHBIX
pecypcoB.

3. ®YHKIUUU NOAPA3AEJEHUSA

3.1. [lonpaznenenure BBINONHSET ClIEAYIOMINE QYHKIMU:

—  Pa3pabotka, koopAMHaIMs, yNpaBI€HUE U KOHTPOJIb 3a pealu3anued IuiaHa (Iporpammbl)
pabot no obecnieueHuto nHGopmanroHHo 6e3omacHocT B OV

—  Pa3zpaboTka mpemIoKeHUI TO COBEPIICHCTBOBAHUIO OPraHU3AIMOHHO-PACTIOPSIUTEIBHBIX
JOKYMEHTOB 10 obecneueHuto wuHpopManuonHod OezomacHocth B OY U MpeacTaBIeHHE WX
pykoBomutento OY wmm corpynnuky OV, oTBeTcTBeHHOMY 3a oOecriedeHne WH(POPMALUOHHOM
6e3omacuHoctu B OY.

—  BroiBienue u npoBeneHue aHaiuza yrpo3 OesomacHocTd HMH(popMmanuu B oTHouieHuu OV,
YSI3BUMOCTEH CHUCTEM U CeTeH, MPOrpaMMHOrO OOECIEUYeHHUs] IMPOrPaMMHO-AIMAPATHBIX CPEACTB H
MPUHSATHE MEP IO UX YCTPAHEHUIO;

—  OO0ecrnieyeHrue B COOTBETCTBUU € TPeOOBAaHMAMM IO MH()OPMAIIMOHHOW 0€30IacHOCTH, B TOM
qucie ¢ LEeIbI0 UCKIIYEHUS (HEBO3MOXKHOCTHU PEaIM3allii) HEraTUBHBIX HOCIEICTBHM, pa3paOOTKU U
peanu3aly OpPraHU3alMOHHBIX Mep M MpPUMEHEHMsS CpeAcTB o0ecrnedeHus HH(POpMaMOHHON
0€3011aCHOCTH;

—  OOGnapyxeHHe, NpEAyNpEeKICHHE M JMKBUAALUS IOCIEACTBUI KOMIBIOTEPHBIX aTak U
pearupoBaHHue Ha KOMIIbIOTEPHbIE MHIIU/ICHTHI;

—  IIpencraBnenue B HannoHanbHbI KOOPAMHALIMOHHBIN EHTP O KOMIIBIOTEPHBIM HHIUIEHTaM
nH(GOPMALIUHY O BBISBICHHBIX KOMITBIOTEPHBIX WHIIHICHTAX;

—  Hcnonnenme ykaszanuii, naHHbpIXx @enepanbHOil ciyx0o0ii  Oe3omacHocTH Poccuiickoit
@eneparii U €€ TEPPUTOPUATBLHBIMU opraHamu, @DexepanbHOR CIy)KOOH 1O TEXHHYECKOMY U
HKCHOPTHOMY KOHTPOJIIO IO pe3yJbTaTaM MOHUTOPHHIA 3alUIIEHHOCTH WH(OPMAIMOHHBIX PECYpPCOB,
npuHamnexammx OV mmubo ucmonmszyembix OV, H0CTYym K KOTOPBIM OOECIIEYMBAETCS IMOCPEICTBOM
MCTIOJIb30BaHUs HH(POPMAITMOHHO-TEIEKOMMYHHKAIIMOHHOH ceTH « HTepHEeTY;

—  IlpoBenenue aHanmu3a M KOHTPOJS 3@ COCTOSHUEM 3alllMILEHHOCTH CUCTEM U ceTedl Hu
pa3paboTka TpeAIOKEHUH MO0 MOJAEpHM3auuu (TpaHchopMmalmu) OCHOBHBIX mporeccoB OV B 1memnsx
obecnieuenus nHpopmanoHHon 6e3omnacuoctu B OV

—  IloaroroBka OTYETOB O COCTOSTHUH paboT 1Mo obecredeHnu0 NHPOPMALMOHHON 0€301MacCHOCTH B
oYy;

— Opranuzanusi pa3BUTHS HaBBIKOB Oe3oracHoro moseneHus B OY, B TOM 4ucie MPOBEICHUE
3aHITHIA C PYKOBOSIIUM COCTaBOM M coTpyaHukamu OV 1o Bompocam obecrieueHusi HHGHOPMAITMOHHON
0e30MacHOCTH;



— BzaumopeiictBue ¢ corpyaHukamu OV, OTBETCTBEHHBIMH 3a obOecredyeHue O0e30MacHOCTH
HEpCOHANBHBIX JAHHBIX W 3a 3aIUUTy HHPOpPMAaLUU B HH(MOPMAIMOHHBIX CHCTEMax HpPU PpEILICEHUU
BOIIPOCOB, CBS3aHHBIX C CO3JJaHMEM CHUCTEMbl 3alIUThl MHPOPMALUU HHPOPMALMOHHBIX CHCTEM, HX
9KCIUTyaTaluei v BbIBOJOM M3 SKCIUTyaTalluy;

— BroinonHenue uHbIX QyHKIMNA, UCXOAS U3 MOCTaBIEHHBIX pyKoBoacTBOM OV 1enelt u 3a1a4 B
paMkax obecrieueHus: HHGpopMamoHHoi 6e3onacHocT B OV

4. IPABA IIOAPA3JIEJIEHUSA

4.1.  Cuensto peanusanuu GyHknui [Toapasnenenne umeer npaso:

— 3HaKOMHUTBCS C JOKaIbHBIMU akTamMu OV, periaMeHTHUPYIOUIMMH MpoIlecchl 00paboTKu
UH(}OpPMAIIHH.

— 3ampammBaTh W IOJy4yaThb B YCTAaHOBJICHHOM IOpPSAIKE AOCTYH K paboTaM M JOKyMEHTaM
CTPYKTYpHBIX mozapazfenenuit OY, HeoOXOAMMBIM MJis TMPUHATHS PEHIeHWH [0 BCEM BOMpPOCaM,
OTHECEHHBIM K KomrieTeHuu [loapazaeneHus.

— T'oTOBUTH TpeANIOKEHHS O TPUBICYCHHH K MPOBEACHUIO paboT 1Mo oOecrnedeHuro
uH(GOPMaIMOHHONW 0e30MacHOCTH OpraHu3alui, HMMEIOIIUX JHUICH3UU Ha COOTBETCTBYIOUIUN BH]
JIeSITEIbHOCTH.

— KoHTpoamnpoBare IesTeIbHOCTH JIF0OOOTO CTPYKTYPHOTO mojpasaeneHuss OY 1o BBIOJTHEHUIO
TpeboBaHM K 0OecreueHnI0 HHPOPMAIIMOHHON O€30IIaCHOCTH.

— IlocTossHHO TOBBIIATH MPOGECCHOHATFHBIE KOMIETCHIIUN 3HAHUS U HABBIKU COTPYIHHKOB B
obnactu obecriedcHust HHOOPMAIIMOHHOW OE30TTACHOCTH.

— VYyactBoBaTh B IpeAeNiaXx CBOEH KOMIETEHIIMM B  OTPACIEBBIX, MEXKOTPACIEBBIX,
MEXpErHOHaJIbHBIX M  MEXKIYHAapOJIHBIX BBICTaBKaxX, CeMUHapaX, KoH(pepeHuusx, B paboTe
MEXBEJOMCTBEHHBIX Pab0O4MX IPYIIH, OTPACIEBBIX IKCIEPTHHIX COOOIIECTB, MEXTYHAPOAHBIX OPTaHOB U
OpraHu3aIvu.

— VYyactBoBath B pabore komuccuii OV 1mpu paccCMOTPEHHHM BOINPOCOB OOecTeueHus
UH(}OpPMaMOHHON 0€3011aCHOCTH.

— Bxocuts npemnoxennst pykoBoacTBy OY 0 mpuocTaHOBICHUH paboT B cliydyae 0OHApYKEHUs
¢axTa HapymeHuss ”HOOPMAIIMOHHON 0€30ITaCHOCTH.

— Bnocuts npencrasienus pykoBoacTBy OY B oTHoOImEHHH cOTpyAHUKOB OV mpu oOHapyKEHUH
(baKTOB HApYIIEHHUS COTPYIHUKAMH yCTAHOBJICHHBIX TpeOoBaHmi OezomacHoctd mHpopmanuu B OV, B
TOM YHCJIE XOAATaliCTBOBAaTh O MPHUBICYCHUU YKA3aHHBIX COTPYJHHKOB K aJMHUHUCTPATHBHON WIH
YrOJIOBHOI OTBETCTBEHHOCTH.

— Baocuts Ha paccMoTpenue pykoBoAcTBY OV mpennokeHus Mo BOIpPOcaM JeATeIbHOCTH
[Tonpa3nenenus.

— OOpamaTbcs 32 HEOOXOTUMBIMH Pa3bICHEHUSAMH IO BOIpOcaM 0OpabOTKH IMEepPCOHATBHBIX
JTAHHBIX K OTBETCTBEHHOMY 32 OpraHHU3aI[i0 00pabOTKH MEePCOHANBHBIX JaHHBIX.

5. BBAUMOOTHOIIEHUSA U CBA3HU ITOAPA3AEJEHUSA

5.1.  Ilomgpa3zneneHue OCyIIECTBISET CBOU MOJIHOMOYHUS BO B3aUMOJCHCTBUH CO CTPYKTYPHBIMHU
nonpaszaeneHusaMu OV, a Takke B Ipejienax CBOeH KOMIIETEHIIMN C MHBIMU OpraHaMu (OpraHu3alusMu) 1
rpakJaHaM{ B YCTAaHOBJICHHOM IOPSIKE.

5.2.  Tlo yka3zaauro pykoBojacta OV ocymecTBisier B3aumoelicteue ¢ deaepanbHoON ciy)00oi
6e3onmacuoctn Poccuiickoit @enepanun, depepanbHoi Cayk00i MO TEXHUYECKOMY U SKCIIOPTHOMY
KoHTpoo u OVY.



6. IOKA3ATEJIU DOPEKTUBHOCTU U PE3YJIBTATUBHOCTHU
MNOAPA3AEJEHUA
6.1. DddexTHBHOCT, U PE3yTBTATUBHOCTD NEATSIBHOCTH [loapas3aencHust onmpeaenstoTcs o
utoram BelnonHeHusa OY nporpammsl odecriedeHust ”HPOPMALIMOHHOM 0€30I1aCHOCTH.

7. OTBETCTBEHHOCTb

7.1.  Cotpynuuku [lonpa3aenenus HeCyT OTBETCTBEHHOCTb:

— 3a HeHajIekallee BBIMOJHEHNWE BO3JOKEHHBIX HAa HUX OO0S3aHHOCTEH B COOTBETCTBUU C
YTBEPKICHHBIMU JTOJDKHOCTHBIMH perjiaMeHTaMu U HacTosiuM [lonosxkennem;

— 3a  pagrnameHue  uHboOpMalMM B Tpelenax,  YCTAHOBJICHHBIX  JICHUCTBYIOIIUM
aJIMUHHCTPATUBHBIM YTOJIOBHBIM U TPaXIaHCKUM 3aKOHOAATeNhCTBOM Poccuiickoit denepannu;

— 3a HecoOmoaeHne TpeOoBaHUM JOKANbHBIX akToB OV mo obecrneueHuo MHGOPMAIIMOHHON
0€30MacHOCTH, B MpeJIeax, YCTAHOBICHHBIX TPYIOBBIM JIOTOBOPOM (CIYKEOHBIM KOHTPAKTOM).
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